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Abstract 

In today's digital era, methods of taking measures against detected illegal activities 

are one of the most important problems. Taking action against detected illegal 

activities is one way to ensure network security. In this article, the methods of taking 

measures against illegal activities detected in the network are considered. 
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When illegal behavior is detected on the network, it is important to take appropriate 

measures to mitigate the threats and protect the network and its users. Let’s take a 

look at some common ways to take action against detected illegal activity. 

 

Incident Response: An incident response plan should be implemented to determine 

the actions that need to be taken when illegal activities are detected. This plan should 

outline the roles and responsibilities of the incident response team, the 

communication process, and the actions to be taken to contain and investigate the 

incident. 

 

Isolation and Containment: It is necessary to isolate affected systems or devices 

from the network to prevent further damage and limit the spread of illegal activity. 

This includes disconnecting compromised devices, quarantining infected files or 

users, or isolating network segments. 
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Remediation and Cleanup: Actions will be taken to remove or neutralize illegal 

activity from the network. This includes removing malware or unauthorized access 

points, patching vulnerabilities, recovering compromised credentials, or restoring 

affected systems from a clean backup. 

 

Strengthening security controls: Security controls and measures need to be 

strengthened to prevent similar incidents in the future. This includes updating and 

patching software, implementing stronger access controls, improving network 

monitoring and logging, and providing security training for users. 

 

Cooperation and reporting: Information about detected illegal activity will need 

to be reported to appropriate stakeholders, such as law enforcement agencies, 

security vendors, or other affected organizations. Cooperation and reporting can help 

investigate the incident, track down the perpetrators, and prevent future attacks. 

 

Continuous monitoring and improvement: It is necessary to establish continuous 

monitoring of the network to detect and respond to any illegal activities. Investigate 

past incidents to regularly review and update security measures, conduct security 

audits, and improve the overall security posture of your network. 

It is important to adapt the measures taken depending on the specific nature and 

severity of the detected illegal actions. Organizations should also comply with legal 

and regulatory requirements and consult with cybersecurity experts or incident 

response experts as needed. 
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